
 

How to Use a Fido U2F Key to Secure Your Google and 
Dropbox Accounts 
It's a Saturday morning and your boss wants a copy of the file you took home to finish up. 

Instead of driving over to the office, you drop it into the cloud and send it off. Simple enough, 
right? 

Later in the afternoon, a family member asks you to send them the big group photo taken the 
week before. You drop it into the cloud and send it off. Simple again. 

But when does security enter the picture during either of these transactions? Doesn't the file you 
sent to your boss require more security than the family photo? 

Many think that cloud services have improved their security to the point of it being taken for 
granted while sending and receiving files. 

But, in 2015, even the United States Internal Revenue Services (yes- the IRS) was hit with 
a breach in security through their cloud.  

As experts in online security, Mobile Authentication Technologies wants to show you just how 
important authentification can be to your business. 

For the easiest and best functioning U2F Key - the Fido U2F should be on your radar. 

What's the Cloud? 

Before we get into the details of why the Fido U2F can change the way your business runs its 
security, let's talk about the cloud. 

To start off, the cloud is not a physical thing. Instead, it's a network of servers that all store or 
transfer data. 

Even programs like Photoshop are part of the cloud. As of 2013, Adobe transferred its programs 
to the "Creative Cloud." This meant that users could only access these programs to a cloud 
service they subscribed to– gone are the days of buying physical copies! 

Popular services like Instagram and Dropbox are also a part of the cloud. Are you starting to see 
just how reliant we are on this "cloud" for our information and internet functionality? 

On the most basic level, the cloud was developed as a way to store information via the 
internet and not your computer. For those of us with computers or phones without large amounts 
of memory, this is a great thing. 



With the cloud, you can access a document or photo you were working on from any computer as 
long as you have the correct login or access information.  

"Pros" of the cloud 

There are tons of pros to the cloud, all of which benefit businesses. Unified access to information 
is a major one– with everything in one place, there is no need to transfer info from computer to 
computer.  

When a new person joins the team, the information and projects they need to complete their 
work are instantly accessible.  

The documents and other pieces of information stored in the cloud are easily shared among 
employees as well. This nice perk allows for better time management since everyone can stay on 
the same page instantaneously.  

"Cons" of the cloud 

Though the perks of using the cloud are abundant, some cons do exist. 

The quality of some of your documents or photographs may be lessened, for example.  

However, the major problem with the cloud is the security. Though there are plenty of steps 
taken to ensure that all the information hosted in the cloud is safe, gaps remain. 

In many cases, hackers have taken advantage of these security holes and stolen massive amounts 
of information. For big companies, this poses a huge problem. But if your business is small, the 
consequences can be disastrous. 

In 2013, Target and Home Depot were two companies who fell victim to breaches in cloud 
security. These security failures caused over 100 million consumers to have their information 
stolen.  

More recently, a highly publicized breach in iCloud security led to information being stolen from 
many users and celebrities, whose private information was released.  

How can cloud breaches be prevented? 

Despite the many uses of the cloud, and the security measures already in place, it's clear that 
massive breaches still occur. 

And your business should be protected against a breach to save your information and sensitive 
information, like customer payment data.  

This is where authentication technologies like the Fido U2F comes into play.  



The Fido U2F is here to help your business 

U2F is an abbreviation for Unified 2nd Factor Authentication. This technology added in a 
second level of security to your cloud information. 

In a typical situation, users just need access information like the login and password to access a 
cloud. 

For many hackers with malware installed on your computer, gathering that information is an 
unfortunately easy process.  

Instead of waiting for developers to try and outsmart hackers, many business owners are taking 
the control into their own hands. By using U2F technology, a secure layer of access requirements 
are put in place at the individual level. 

How the Fido U2F works 

The Fido U2F is a simple piece of technology that holds tremendous power. 

Harnessing U2F technology, the Fido U2F complements regular login and password 
authentication through individual verification.  

Plugging the Fido U2F dongle into your computer USB port will verify that a person with 
permission to access the information is, in fact, trying to view it.  

Each individual Fido U2F dongle from Moble Authentication Technologies is water and damage 
proof. Its tiny size allows people to carry it on their keychain to make sure their access follows 
them. 

Once it's plugged into a computer, all you need to do is press the single button on the dongle to 
prove that you are actually at the computer. 

In the rare case that a hacker tries to access the cloud coincidentally while the dongle plugged in, 
their attempts will fail. Why? Because they aren't physically there to press the button that 
completes your U2F connection. You can think of this as a third layer of security! 

Where the Fido U2F works 

The Fido U2F is able to hold the credentials to all of your cloud devices. It is compatible with 
Mac OS, Windows, and Linux systems.  

If you find yourself using major browsers, the Fido U2F will also be able to secure the access to 
those databases, such as DropBox.  

Get your Fido U2F with Mobile Authentication Technologies 



When you're ready to take the security of your system to the next level, contact us!  

Us at Mobile Authentication Technologies understand that your business and security comes 
first, that's why are provide comprehensive customer service and incredible products for your 
benefit.  

 

 

 

 

 
 


